TRONIC

PROFESSIONAL RFID

15014443A ULTRALIGHT CPU 150144438 15015693

COMPORT Ocre DEVICE ADDRESS
~ SET
COMPORT |COM5 | BAUDRATE |9600 - ADDRESS |00
pevice Ao (00 v SEARCH BAUD DEVICE BAUDRATE
F e SEARCH IP BAUDRATE | 115200 - SET

PoRT IP MODIFY DEVICE 5/N
DISCONNECT 5/N (00 0000000000000 SET

>> AADOO1 86 B7 BB
SW/VERSION. - HF DEMCVA.0 << AAD2 150048 46 2052 38 33 31 20 5553 42 2032 3031 38 30 37

32 34 1EBB —success
23.08.2024 11:19:52

HW VERSION:  HFRB31-USB 20190724

>> AADDO1B8382BB
<< AA 02 0A 00 02 32 30 31 39 30 33 30 38 0B BB —success
23.08.2024 11:19:52

DEVICES/N: 3230313930333038

Connect success

BUZZER

[TIMES) [DURATION) | EXECUTE
[TIMES) [DURATION) | EXECUTE

EXECUTE

LED

CLEAR

Demo-Software for HF Series of RFID Devices
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1 Introduction

1.1 General Information
This testing demo is usable for any kinds of readers with TTL, RS232, RS485 or Ethernet interface that “speak” the HF series

communication protocol.

This DEMO is just for testing used, other specific app or request on function button, please refer to APl documents, demo
code and other second development files for your own program or contact our sales for customization.

1.2 USB Driver Installation

If the device is connected to a PC for the first time, it can take some time for automatic installation of the Silicon Labs 210x
Series VCP driver. If this is the case, pls. wait until this is fully done.

In rare cases it is possible, that automatic installation fails. Then perform a manual installation.
You can download the latest drivers here:

https://www.silabs.com/developers/usb-to-uart-bridge-vcp-drivers

1.3 Installation

Start the installation with double-click on file “Setup.exe”. Please confirm all steps of the installation. In the end you will
find this icon on your desktop.

N

We recommend to install the font “EurostileT_Bold.ttf” otherwise the software may appear ugly.
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2  Operation procedure

2.1 Connection with Serial Interfaces

M HF Reader V4.1

SYSTEM MODE SELECT HELP EXIT

SYSTEM 1ISD14443A ULTRALIGHT CPU 1ISD14443B ISO136393

COMPORT OTcr i DEVICE ADDRESS
SET
COMPORT [COMS | BAUDRATE |9600 v ADDRESS |00 v
Device ADDR (00 v SEARCH BAUD DEVICE BAUDRATE
P v SEARCH IP BAUDRATE | 115200 - SET

PORT |BOOO IP MODIFY DEVICE S/N
CONNECT 5/N ||:|: 0D 0D 00 00 00 00 01 SET

2.2  Connection with Ethernet Interface (TCP IP)

Then please click “Connect” to build up communication port, and feedback displaying according device information and
Message box, as below:

Fn HF Reader V4.1

SYSTEM MODE SELECT HELP EXIT

SYSTEM 1ISD14443A ULTRALIGHT CPU 1IS014443B 1IS015693

(] comPORT TCPIP DEVICE ADDRESS
- SET
COMPORT |[COM1 BAUDRATE |8600 ADDRESS [00
DEVICE ADDR |00 SEARCH BAUD DEVICE BAUDRATE

BAUDRATE | 115200 w SET

IP |182.16B.10.2268 -
PORT IP MODIFY DEVICE S/N

CONNECT 5/N |:|: 00 DD DO 00 0D D0 01 SET

2.3 Information to see after Connection is established

>> AADO D1 8667 BB
YNGR IXe8] 5 45 oD 52 55 53 31 2D 55 53 42 20 32 30 31 39 30 37
1E BB —cuccess
HW\ERSION:  EEEEENEEEEEEEr e

SW VERSION: HF DEMO-V4.0

=> AA 0001 8382 BB
<< AA 02 0A 0D D02 32 30 31 38 30 33 30 38 OB BB —success
23.08.2024 11:19:562

DEVICES/N: 323031393033 3038

Connect success
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SW VERSION:

HW VERSION:

DEVICE S/ N:

HF DEMC-V4.0

HF-RB31-USB 20180724

>> AADDD1 BE B7 BB
<< AAOZ 150048 46 2D 52 38 33 31 205553 42 20 32 30 31 38 30 37
32 34 1E BB —success
23.08.2024 11:19:52

3031 39 30 33 30 38 [eEy=isEraile =t

Connect success

2.4  Simple Function Test with Relay and LED (if supported by hardware)

Page 6 of 14
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3  RFID Demo Operation

3.1 15014443 Type A operation

1SO14443A Search card

Please enter to “ISO14443A Type A” operation interface, and click “Search” to look for cards in the reading field, then get
back UID of the card if succeed, shown as:

Fn HF Reader V4.1

SYSTEM MODE SELECT HELP EXIT

SYSTEM 15014443A ULTRALIGHT CPU 1ISD14443B ISO15693

INITALIZE

SEARCH CARD

IDEL KEYA  SECTOR ke [FF FF FF FF FFFF

e gu
[JAL [JKEYE  VALUE 54000000 | | nmALze
HALT

HALT INCREMENT

IDEL [7] KEYA  SECTOR Key [FEFFFFFFFEFF

(DAL [JKEYB  wALLE |I:1 DD 0D 0O | INCREASE
READ
IDEL KEYA BLOCKS [01 | Kev [FFFFFFFFFFFF | DECREMENT

IDEL [7] KEYA SECTOR [O1 KEY [FF FF FF FF FF PP
[JAL [JKEYE  ADDR O AUTO | ReAD |

[JAL [JKeve  vALUE [071000D00 | | DEcrease
WRITE

IDEL KEYA BLOCKS ||:'| | KEY |FF FF FF FF FFFF |

=> AA DO O3 25 26 00 00 BB

<< AA D2 OF 0D 0D 74 3F BE 10 3C BB —success
Oaw [JKers  ADDR LIAUTO | wRITE 23.08.2024 11:37:54

FF FF FF FF FF FF FF FF FF FF FF FF FF FF AA BB
=> AA DO OA 20 0D 01 10 FF FF FF FF FF FF 3B BB

<< AA D2 15 00 74 3F 6 10 DO DD DO DO OD DO OD DO 0D DO
00 00 OO 0O 00 DO 2F BB —success

23.08.2024 11:37:58

CLEAR

Card Halting operation

This process is to halt card:

Read data of card blocks

To operate card blocks information reading, card supporting types can be MIFARE 1K, MIFARE 4K, and the working mode
optional with Idle mode and All mode.

Remark:
. Under idle mode, all cards in the IDLE state shall respond synchronously with ATQA
° Under All mode, all the card in the IDLE or HALT state shall respond synchronously with ATQA.
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“Blocks “dialog box stands for the blocks number to be read in one time, and the “Addr” is the start address of this reading,
the “KEY” default is FF FF FF FF FF.

If the writing block/blocks is/are protected, please get and input the special key, see following:

If successfully, then Message box will return right information about the operation; if failed, then feedback with wrong
code, please refer to Wrong code list to know their definition.

Write data into card blocks

To operate card blocks information writing, card supporting types can be MIFARE 1K, MIFARE 4K, and the working mode
optional with Idle mode and All mode.

Remark:
. Under idle mode, all cards in the IDLE state shall respond synchronously with ATQA
. Under All mode, all the card in the IDLE or HALT state shall respond synchronously with ATQA.

“Blocks “dialog box stands for the blocks number to be written in one time, and the “Addr” is the start address of this
writing, the “KEY” default is FF FF FF FF FF.

If the writing block/blocks is/are protected, please get and input the special key, see following:
@ 5wz o et = - = =

Sy;ter:\ Mode Select Help

|@ system | M 15014443-TypeA | 8 Ultralight | 8 CPU | M 15014443-TypeB | 4 15015693

1 Search / Halt E-wallet

| Search Card Initialize

@ Idle @ KeyA Sector: 01 KEY: |FF FF FF FF FF FF
@ Idle € Al | Search
Al © KeyB Value: 64 00 00 00 Initialize

Increment

Halt @ Idle © KeyA Sector: |01 KEY: |FF FF FF FF FF FF
C Al € KeyB Value: [01000000

‘ Read/Write Decrement

Read @ 1dle @ KeyA Sector: |01 Kev: [FF FF PR FFFFFF
c (@ s
@ Idle @ KeyA Blocks: [01  KEY:|FF FF FF FF FF FF Al KeyB Value: 01 00 00 00 Decrease
Message

C Al © KeyB  Addr:[10 [ Auto >>Reading Start Address:10 Blocks:01

<<UID: 82 F4 F4 3D

’ Halt

z <<Data: 11111111111111111111411111111111
Write blocks number o i
@ Idle & KeyA —Elccks: 01 KEY:|FF FF FF FF FF FF
-- >>Writing  Start Address:10 Blocks:01
| Ry rem gy
start address

<<B2F4 F43D Writing Success!
I 11111111111111111111111111111111 I

2013-8-8 11:27:17

information return
— R ad
‘ data to be written Y e

If successfully, then Message box will return right information about the operation; if failed, then feedback with wrong
code, please refer to Wrong code list to know their definition.

E-Wallet operation

Here in this demo, we just provide a simple operation interface, to demonstrate the using procedure of E-wallet, which
including initialize, increment, decrement, detail operating sectors and value command, please refer to use manual of the
card.
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RFID Demo Operation

em e Select Help B
@ System | M 15014443-TypeA | 8 Ultralight |8 CPU | M 1S014443-TypeB | 4 15015693

=
-Search / Halt Evrall
Search Card———— Initial
G Idle @ KeyA Sector: |01 KEY: |FF FF FFFF FFFF
C Al € KeyB Value: |64 000000
I
‘ 1 @ ldle & KeyA Sector: |01 KEY: |FFFF FF FF FFFF
|
C Al C KeyB Value: [01000000

i

Read

@ Idle @ KeyA Blocks: [01  KEV:|FF FF FF FF FF FF
C Al C KeyB Addr: |10 [ Auto Read

D
Gldle © KeyA

CAl € Keyd

Sector: |01 KEv: [FF FF FF FF FF FF

Value:

01 00 00 00

J

@ Idle & KeyA Blocks: [01  KEV:|FF FF FF FF FF FF
CAl C Ky Adde[10 T Auo

FF FF FF FF FF FF FF FF FF FF FF FF FF FF AA BB -

OEM RFID Modules
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3.2  Mifare Ultralight operation

Search MIFARE Ultralight

This procedure is need before reading or writing any specific page, just click the “Search”, then you will get the CardID
displaying in Message box, shown as below:

A HF Reader V4.1
SYSTEM MODE SELECT HELP EXIT
SYSTEM 150144434 ULTRALIGHT CPU 12014443B 12015693

CARD ID |D4EID 83 BAS34FBO

HALT

PAGE ADDR |00 v| |D4EID 93 A2 |

‘ | WRITE

=> AADDOO325260000EB8B
<< AA 02 09 00 00 04 BD 93 BA 53 4F BO 37 BB —success
23.08.2024 11:39:09

=> AR 0O O4 200001 0D 25 BB
<< AR 02 05 00 04 BD 93 A2 BF BB —success
£3.08.2024 11:38:14

CLEAR

Read data from page
Please choose the page number in the drop-down list box, then click “Read”, then get the information of the selected

memory page.

Write data to page
To write information to the page, select the page number to be written under drop-down list box, input data need to be

written into (4 bytes), then click “Write”.

To check out if the writing success, you could see the information return in the Message box, also you could operate to

read the page just wrote , shown as below:
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3.3  CPU card operation

This interface is used for contactless CPU cards compliant with ISO 14443A standard, here we provide three function
buttons, including RATS (Request for Answer to Select), RST ANT (Reset Antenna) and Send APDU. These three functions
are fit for all common types of contactless CPU cards.

M HF Reader V4.1

SYSTEM MODE SELECT HELP EXIT

SYSTEM 1ISD14443A ULTRALIGHT CPU 1IS014443B 1IS015693
REQUEST
RATS
RST ANT
SEND DATA

00 B84 0D DO 08

APDU

CLEAR
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3.4 15014443 Type B

Detail operation, there is other demo to do it.

A HF Reader V4.1

SYSTEM MODE SELECT HELP EXIT
SYSTEM  ISD14443A  ULTRALIGHT  CPU IS014443B 15015693
{ =
REQUEST SEARCH
ANTI-COLLISION

PUPI ATTRIB
RESET
HALT

DATA |OD 0O O7 0D A4 0000 02 3F00 TRANSMIT
CLEAR
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3.5 15015693 Operation

Inventory

To search the card or cards in the reading field:

M HF Reader V4.1

SYSTEM MODE SELECT HELP EXIT

SYSTEM IS014443A ULTRALIGHT CPU 150144438 15015633

SEARCH CARD ] AUTD INVENTORY SYSTEM INFO
FaG [02 |up [1BB70BF150010480 | [ Gersysineo

READ SECURE INFO

AAG [02 | apDR: [01 | Blocks FLAG: ADDR: BLOCKS:
uip [1B 87 98F1 5001 D4ED | uip [1BB7 9BF1 5001 D4 ED |

WRITE

TRANSMIT COMMAND

AAG [02 | ADDR: [05 | BLocks: - oara. [p228 |

up [188788F1 5 pata [11 111111 | LAETEELOCK

DATA TRANS

LOCK

FLAG: BLOCKS: LOCK BLOCK

=> AADDDO4 1008 000012 BB
<< AA 02 0C 0001 000018 87 8B F1 5001 04 ED 4C BB —success
23.08.2024 12:01:30

AFL S
FLAG: |02 AR WRITE AR >> AADDD4 110201 05 13 BB
<< AA 02 16 D0 0D 30 30 30 37 36 31 D0 DD OO 0D 0D DO 00 0D 00 AD
uD: [1BB7 9BF1 5001 D4 ED LOCK AFI 57 44 45 34 E5 BB —success
| | 23.08.2024 12:01:31
= = |
>> AADDDZ 1802 1BB8
FLAG: DSFID: WRITE DESFID << AA D2 100000 OF 18 B7 98 F1 50 01 04 E0 DD 0D 1B D3 01 47 BB
—3SUCCEeSS
uiD: |’1El 87 8B F1 0001 04 EQ | LOCK DSFID 23.08.2024 12:01:33
>> AADDD4 1C 02 0005 1FBB
STAY QUIET << AA 02 DS D0 DD 00 00 00 0D DD 0D DA BB —success
siger | BOEEEECIS
FLAG: |IZE | uID: |1EE|7 BB F150(
RSTToReady CLEAR
Read block

To read data of the block.

Please refer to user manual of different chip cards, to get the Flag value, then input the right one, and chose the start
address and blocks number to be read.

Following is the example for the | CODE SLI chip cards, the Flag value is 02, as following:

Write block

To write data of the block

Please refer to user manual of different chip cards, to get the Flag value, then input the right one, and chose the start
address and blocks number to be written.

Following is the example for the | CODE SLI chip cards, the Flag value is 02.
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Lock block

Here needed to input the right Flag of the using card and choose the blocks number to be locked. Attention: if the block
locked, rewriting for these blocks will be not available any more.

Write & Lock (AFI/DSFID)
Please refer to the ISO15693 standard.

1ISO15693 General Commands

Stay_Quiet This will bring the RFID card into sleep mode.
Select To select a single card in the reading field.
RST to Ready To wake-up a single card from sleep mode.

System info & Secure info

This is to get the system & secure information of the card, here this testing demo is available with three buttons of
“GetSysInfo”, “GetSecurinfo” and “Data Transmit”.

For further functions, please refer to the APl document for reference for developing you own software.
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